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About speaker

Andrey Chervonets (Андрей Червонец) 

• founded company: SIA CoMinder (Latvia) in 2011.

• Experience: 25+ years’ experience of supporting systems 
based on Oracle products and technologies 
(and all around) on several OS platforms.

• Education: Higher, Economics (Rīga, Moscow).

• IT Certified: 

• Oracle Database OCP/OCE

• Oracle AS/WebLogic OCP

• IBM DB2, Guardium, 

• Zabbix CS (monitoring system)

• Contacts: 

• e-mail: a.chervonets@cominder.eu 

• LinkedIn: http://www.linkedin.com/in/andreychervonets 
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About CoMinder

• SIA CoMinder has been founded in 2011:

• to provide better DBA expert services

• for customers interested in improvements

• Main focus areas:

• Database/Middleware administration: 
consulting, project works, 24*7*365 SLA based outsourcing

• Operating system administration (Linux, Windows) 

• Data processing automation

• Monitoring

• Support tools development

• Specific task upon customers request

• Visit https://cominder.eu/ for more details.     
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Agenda

• Troubleshooting – what it is about?!

• Troubleshooting constraints

• Case-1: Ubuntu + Zabbix upgrade attempt failed due to problems with MySQL   
database data. Logical data corruption while no issues with software upgrade

• Case-2: Zabbix MySQL database corruptions recovery 
after physical storage hardware issues.

• Summary and check-list

• Q + A
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Agenda

• Troubleshooting – what is it about?!

• Troubleshooting constraints matter

• Case-1: Ubuntu + Zabbix upgrade attempt failed due to problems with MySQL   
database data. Logical data corruption while no issues with software upgrade

• Case-2: Zabbix MySQL database corruptions recovery 
after physical storage hardware issues.

• Q + A
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Disclaimer

• Will NOT discuss:

• Exact command syntax, specifications

• Does it work in …. version …. at … platform..

• Use at Your own risk!

• Do NOT believe me!

• Try to understand first how does it really work

• Test in your specific project / environment(s)

• Everything may change in new version

• Invent, design better (and share to community)

Any feedback is welcome!
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Troubleshooting

What is it?!

?
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Troubleshooting is...

• 0)  Do NOT panic! Do not make too fast decisions/actions (15+ min.)!

• 1) Find what is the trouble is exact case (not a generic)

• How it should be (A)

• How it is now (B)

• Find the difference

› Delta > 0
› Is it a problem? Why?
› Is is a trouble? What is the impact on …. ?!

• 2) Define what is the real trouble(s), priorities?!

• Service Downtime 

• Data loss

• Lack Time / Availability of expert (DBA, Admin, Manager, Owner)

• Resources (disk space, processor, ….)

• Security

• Price: Penalties/Cost of recovery  for DBA/Manager/Company/Customer/...
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Troubleshooting steps...

• 3) Define acceptable solution/outcome

• System is running (with some|no data loss|missing)

• All data recovered

• System state and data restored to some point in time

• Process (upgrade/migration…) is completed / restarted….

• …..

• 4) Determine Constraints

• Time (fix should be done in 123… minutes/hours/days)

• Resources (VM, disk space, network, CPU, memory)

• Services running (must/wanted/nice-to-have - all/some)

• Money – how much $ € Ls may be spent 

• Silence (we need some un-interruptable time-space for thinking/ decisions )

• Experts advice available….
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Make the right choice….
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Troubleshooting steps...

• 5) Investigate facts and Evaluate the “execution”/”fix”path

• Carefully read the error messages (all layers)

• Investigate log-records (app/db/os/storage)

• Record time-line on all layers 

• Determine the cause of issue and required changes to fix

• Agree on expected results,constraints (time/data-loss/service-loss/etc)

• 6) “Shoot the trouble” – choose the acceptable way, based on constraints

• Restore the database from backup (cold/hot)

• Restore VM from backup/snapshot

• Investigate the issue cause and implement fix/workaround solution

• Investigate root cause and fix it (yourself or with adhoc people)

• Agree on better/wider constraints if required

• Ask advice (Expert/Search/AI) and TEST It first! 

• Apply solution in final environment!
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Troubleshooting steps...

• 7) Check and Report the results

• Verify the results of performed actions

• Compare with acceptable result defined at step 3

• Report the result and work/changes done!

• Get written confirmation that the result tested/accepted!

• 8) Record case results to your Knowledge Base / Issues tracking system

• Log-records, human communications, timestamp for each fact!

• Findings, notes, ideas

• Lessons learned

• Solutions found

• How to avoid trouble in the future

• Homework to do later, deadlines
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Make the right choice….
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Who cares?

Why me?
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Case-1: 

Ubuntu + Zabbix upgrade attempt failed

Cause: Problems with MySQL database data. 
But: Wrong data returned by some queries

  while no issues during OS and software upgrade

Root Cause: Software Bug
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Case-1:  Problem after upgrade

• Task: Zabbix upgrade from V5 to V6

• Source

› Operating System: Ubuntu 20.04.1 LTS ( 5.4.0-66-generic)
› Zabbix: 5.2.3
› MySQL: 5.7.32

• Target (plan)

› Operating System: Ubuntu 22.04.2 LTS (5.15.10-nnnnn)
› Zabbix: 6.4.4
› MySQL: 8.0.33

• Action Plan

› Clone source VM
› Do upgrade steps on cloned VM + TEST
› Repeat upgrade steps on target VM
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Case-1:  Problem after upgrade

• What happened:

• Upgrade:

› Ubuntu OS – OK, no issues
› MySQL packages, DB upgrade steps – OK, no errors
› Zabbix upgrade steps: no errors

• Zabbix service:

› Database – no corruption reported
› Zabbix UI  - “Invalid port number” on some hosts information
› Zabbix server logs: plenty of errors like:
› “item "”HOSTNAME:system.swap.size[,free]" became not 

supported: Invalid port number []
• Problem cause:

› Some queries from zabbix.interface, zabbix.scripts tables 
returned wrong results

› Root cause: MySQL bug (in version 8.0.33)
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Case-1:  Problem after upgrade

• Diagnostic actions (also after good upgrades):

• Check tables metadata, structure, compare with source system:

› desc zabbix.scripts | desc zabbix.interface;
› show create table zabbix.scripts  | desc zabbix.interface;

• Check execution plans (assume problem with just wrong index):

› explain select name from zabbix.scripts;
› explain select scriptid, name from zabbix.scripts;
› explain select * from zabbix.scripts;

• Query some | all records and compare results:

› select name from zabbix.scripts;
› select scriptid, name from  zabbix.scripts;
› select scriptid, name, command, description from  

zabbix.scripts;
› select * from zabbix.scripts;
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Case-1:  table structure/data diagnostic

• Diagnostic 

Copyright © 2026, SIA CoMinder, http://www.cominder.eu



  

Case-1:  table structure/data diagnostic

• Diagnostic 
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Case-1:  table structure/data diagnostic

• Diagnostic 
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Case-1:  table structure/data diagnostic
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Case-1:  table structure/data diagnostic

• Diagnostic 
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Case-1:  table structure/data diagnostic

• Diagnostic 
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Case-1:  WA/Fix steps

• Investigation:

• Own SQL queries:

› Found that result depends on execution plans
› Found totally wrong values are returned on some queries

• External search

› No identical case found
› Zabbix Forum – no relevant case
› Registered Zabbix Forum topic, then updated myself after fix

Subject: “Interface, scripts tables content corrupted during 
upgrade to 6.4.4 or 6.0.19 (LTS).”

› https://www.zabbix.com/forum/zabbix-troubleshooting-and-p
roblems/467806-interface-scripts-tables-content-corrupted-d
uring-upgrade-to-6-4-4-or-6-0-19-lts

 
• Tested with 2 Zabbix (target) versions!!! So => MySQL issue!
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Case-1:  database/table metadata check

• Diagnostic 

• WA  - not helped:
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Case-1:  WA/Fix steps

• Action plan:

• Assume it is MySQL Bug ( indirect confirmation found):
• From MySQL docs (8.x): “The utf8mb3 character set is deprecated and you should expect 

it to be removed in a future MySQL release. Please use utf8mb4 instead. utf8 is 
currently an alias for utf8mb3, but it is now deprecated as such, and utf8 is expected 
subsequently to become a reference to utf8mb4.
Beginning with MySQL 8.0.28, utf8mb3 is also displayed in place of utf8 in columns of 
Information Schema tables, and in the output of SQL SHOW statements.​"

• Restore TEST VM/DB from backup, wait for next MySQL version:
• Looks like a MySQL Bug #35410528, fixed in 8.0.34: “An in-place upgrade from MySQL 5.7 

to MySQL 8.0, without a server restart, could result in unexpected errors when 
executing queries on tables. This fix eliminates the need to restart the server between 
the upgrade and queries.”

• Src: https://dev.mysql.com/doc/relnotes/mysql/8.0/en/news-8-0-34.html 

• Install fresh MySQL version – 8.0.34

• Repeat /restart upgrade steps  (in TEST env.) => SUCCESS!

• Do the same for Production environment.
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Case-1:  Final configuration

• Task Final Result: Zabbix Server upgraded from V5 to V6

• Source:

› Operating System: Ubuntu 20.04.1 LTS ( 5.4.0-66-generic)
› Zabbix: 5.2.3
› MySQL: 5.7.32

• Target (fact)

› Operating System: Ubuntu 22.04.2 LTS (5.15.0-76-generic )
› Zabbix: 6.4.6
› MySQL: 8.0.34-0ubuntu0.22.04.1  (with bug fixed)

• Critical Resources:

› VM for TEST 
› Have enough Time for test/investigate/MySQL fix.
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Case-2: 

Zabbix MySQL database corruptions recovery 
after physical storage hardware issues.

Cause: file system corruption.

Root Cause: Incomplete storage array RAID rebuild after hardware issues 
   and HDD replacement.
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Case-2: What happened

• Issue facts:

• Zabbix – charts, trends and some other reports not working in Web UI

• Zabbix Server 

› Many errors [Z3005], [Z3001] in zabbix_server.log
› Happened once per 30 minutes (scheduled to update trends?)

›

›

›
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Case-2: What happened

• Issue facts:

• MySQL (in error.log)

› DB instance crash and restart (by mysql-server service)
› Starting XA crash recovery.../ XA crash recovery finished. 
› Multiple “ [ERROR] [MY-011906] [InnoDB] Database page 

corruption on disk or a failed file read of page” errors on 
some tables.

•

• Manual MySQL restart – does not help

• Despite instance crash recovery is OK – we have tables corruptions.
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Case-2: TA

• System TA

• Zabbix, MySQL on the same host (Ubuntu) – virtual machine (VM)

• VM processed by Hyper-V:

› Virtual HDD provided as Windows FS files (not SAN/NAS)
› Dedicates logical disk for VMs files
› Logical disk use hardware RAID(5/6?) volume

• OS: Ubuntu Linux 22.04

• MySQL version: mysqld 8.0.39-0ubuntu0.22.04.1

• Host role: Monitoring server!!!

›
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Disk Space Architecture

• 7 level vertical model
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Disk Space Architecture

• 7+ level vertical model
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Troubleshooting steps...

• Events Time log

• 03.03 (Tue) – DBA received phone call about Zabbix services troubles 
once per 30 min. for several days.

• 26.02/27.02- Issue happened after unplanned hardware downtime 
(Hypervisor-server) – down 26.02. restarted 27.02

• 03/04.03 – Diagnostic summary reported to Help Desk + system 
administrators

• 04/05.03 – some tables was able to recreate 

• Zabbix was stated as critical service, so advised to minimise downtime

• Diagnostic findings:

• File pages corrupted: 56 pages (in 11 tables)

• Files corrupted: 11 files (11 tables)

• 1 table not changed – restored from FS backup

• some tables are readable (used data blocks not affected)
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Diagnostics steps...

• Corruption diagnostics actions - offline

• Stop Zabbix (other apps) + MySQL Service

• Run innochecksum with –allow-mismatches=NNN for every data-file 
› NNN – how many errors to ignore until terminate call.

•
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Diagnostics steps...

• Corruption diagnostics actions – online 

• Run mysqlcheck tool for each table with some options

• --check  + --quick   -- a bot less check/trials

• --check    - normal check

• -- repair (if check normally finished)

• -- repair may not work in some cases

• Or execute CHECK TABLE in MySQL client

• If OK – do query on table, export.
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Diagnostics steps...

• In case of crash/corruption

• Can try employ adhoc MySQL instance settings

› log_error_verbosity=3
› innodb_force_recovery=1
› Higher values must be used very carefully!!
› Db instance/service restart is required

• Will see warnings in MySQL error.log:

“[Note] [MY-012946] [InnoDB] !!! innodb_force_recovery is set to 1 !!!”

• Read the documentation BEFORE use:
› https://dev.mysql.com/doc/refman/9.7/en/forcing-innodb-recovery.html

› https://rossmanngroup.com/services/database-recovery/mysql 
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Fix options...

• Restore database from Backup (if acceptable)

• Offline backup – if available – will return data to backup time

• Offline backup + MySQL Binary logs - if available – up to Time-X

• Online backup (export dump) if available – will return data to backup 
time (consistency) 

• Online backups (like Veeam) + MySQL binary logs – up to Time-X

• Repair table one-by one 

• Run mysqlcheck tool with – repair option

• Or execute REPAIR  TABLE in MySQL client

• -- repair (if check normally finished)

• -- repair may not work in some cases

• -- if CHECK has completed

• -- and If You are lucky one – REPAIR option does NOT apply in some cases
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Fix options...

• Recover table one-by one 

• Run mysqlcheck tool with – check option

• Or execute REPAIR  TABLE in MySQL client

• IF OK, do the following:
• Export all rows using mysqldump (or other tool)

• Truncate or drop table

• Re-create/Import using mysqldump (or other tool)

• BUT:
• Constraints (PK, FK, UK)!!

• Time and Disk space for large tables!!!

• May need to use with innodb_force_recovery 

•

•

Copyright © 2026, SIA CoMinder, http://www.cominder.eu



  

Fix options...

• Table salvage one-by one 

• Run mysqlcheck tool with – check option

• Or execute REPAIR  TABLE in MySQL client

• IF OK, do the following:
• Export all rows using, but SKIP some of them (construct where … yourselves)

• Export not-corrupted rows|fields (construct where … yourselves)

• Truncate or drop table

• Re-create table, Import exported data using mysqldump (or other tool)

• BUT:  
• Constraints (PK, FK, UK)!!

• Time for downtime and Disk space for large tables!!!

• May need to use with innodb_force_recovery 

• Some Data LOSS – re-check it is acceptable for data owner.
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Case-2 – final results

• Using some of described options:

• Restored/Recovered all tables, with exception of 3 ones:

• trends – 284 MiB (5 pages  corrupted) – not too critical

• history – 2.6 GiB (19 pages failed) – not too critical

• events -  2.9 GiB (9 pages failed), exported, but constraints 
– requested longer downtime for recovery.

• But at the same time …….. (in “parallel universe” …. )
someone else tried to do the best… at deeper level of TA.
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Case-2 – final results

• But – Human behaviour:

• BUT1:
• New corruptions observed at Linux OS!!! 

• Cause: Storage RAID rebuild was not really rebuilt as expected.
Admins started re-build storage RAID again 
without any notice to DBA.
On running system (Hyper-V)

› :(
• BUT2:

• After Storage RAID had been finally rebuilt – admins just restored VM 
from offline backup 2-3 weeks before
 without any notice to DBA.

• => DBA time, efforts – wasted!

• Lessons learned:
• MySQL Recovery IS possible!

• Something important was missing in communication!
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How to stay alive... 

and 

make life better
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   Live is possible (after 50+ too)!
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Be prepared - In-Advance:

System Regular LifeCycle should have:

• TA, configuration documentation (text and visual), (updated on changes)

• Define: Who is responsible for what?

• Schedule: Who is on duty today?

• Backup service: (regular, execution/results monitoring + notifications)

• Recovery (test) environment

• Monitoring (hardware, resources, versions, services) – green – yellow – red

but: 

• “Quis custodiet ipsos custodes?”   

(what if monitoring service fails? How would you know what is going on?)

• Must have “Спецнадзор за Спецконтролем” 

(small monitoring monitoring service/script from independent (hardware) location 
may be enough in most cases)
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   Summary

• “There is no spoon!”

• Boy: Do not try and bend the spoon. That's impossible. Instead only try to realize the truth.

• Neo: What truth?

• Boy: There is no spoon.

• Neo: There is no spoon?

• Boy: Then you'll see that it is not the spoon that bends, it is only yourself. 

• There is ”No Silver Bullet”  too:

• Any more. And never was

• Read for more details: "No Silver Bullet – Essence and Accident in Software Engineering"

by Frederick Phillips Brooks in 1986

• “Everything You do not know - is not Your favour!”

• Key Point: Human Communications Matters!

• But, sometimes #@%#@^%@* just happens.
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Summary

• Know Your system

• Be prepared

• Read the Documentation

• Know your limits/constraints

• Know other humans limits/constraints/objectives

• Recheck Search results, AI generated text, documentation, hints..

• To make the right decision, sometimes You have to know more…

• More then expected!

• Be prepared – in-advance!
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Links

• Case-1 – details at Zabbix Forum:

https://www.zabbix.com/forum/zabbix-troubleshooting-and-problems/467806-interface-scripts-tables-
content-corrupted-during-upgrade-to-6-4-4-or-6-0-19-lts

https://www.zabbix.com/forum/zabbix-troubleshooting-and-problems/467806..... (click to follow) 

• Case-2 – backup and recovery:

https://dev.mysql.com/doc/refman/9.7/en/forcing-innodb-recovery.html 

https://rossmanngroup.com/services/database-recovery/mysql 

• Other MySQL database topics:

                        https://ronaldbradford.com/   (Books, Blog, Quotes, Presentations)

• This and other presentations at CoMinder website: 

                    https://cominder.eu/index.php?action=technotes 
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… and Books
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   off-topic:

• Recommended Book to read:

                       “Time Management for System Administrators” ( By Thomas A. Limoncelli )
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Vai tas ir svārīgi?!
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P.S. some notes about AI...

Real Case (in Russian): asked Free Google Search (AI mode) to find something
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P.S. some notes about AI...

Real Case (in Russian): Free AI generated incorrect result. 

Extra prompt may be required to get correct one!
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    What if you were unable to wake from that dream?
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